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 D A T A  C E N T E R  D E S I G N

Moving Mainframe 
Tape Outside The 
Data Center

For years, enterprise IT has been faced with a variety 
of challenges that are almost mutually exclusive: sup-
port and enable business growth while reducing costs; 
increase data protection while improving global data 

access; meet shorter recovery objectives while managing grow-
ing amounts of data, to name a few.

To meet these and other business objectives, IT personnel 
require new approaches, new technologies and new infrastructure 
architectures. Many are exploring the use of electronic remote 
tape backup and remote virtual tape as a cost-effective approach 
for improved disaster protection and long term data retention. But 
given the sequential nature of tape operations, can tape be effec-
tively extended over distance? This article focuses on the main-
frame enterprise and leveraging FICON attached tape media over 
long distance to meet data retention and disaster recovery needs. 
It explores the business requirements, technological challenges, 
techniques to overcome distance constraints, and considerations 
for solution design.

Every company in the world has information that keeps its 
business afloat whether is it billing information, order informa-
tion, assembly part numbers or financial records. Regardless of 
company size, it has critical information that keeps its business 
in operations. What data is deemed critical varies from company 
to company, but most agree that information on an employee’s 
workstation is less critical than the data stored in a DB2 applica-
tion. It is that ranking of criticality to application and data that 
determines what the most cost effective means will be to protect 
it.

There are many different methods that can be applied to pro-
tect information in offsite locations. These range from physically 
moving tape cartridges to a secure location to synchronized disk 
replication over distance for immediate failover of operations. 
Depending on what recovery point objective (RPO) and recovery 
time objective (RTO) is applied to specific information, differ-
ent solutions can be implemented to meet those objectives and 
contain costs like additional equipment and wide area network 
charges.

RTO and RPO assignments can help in classifying applications 
or data to a level of protection and solution type to use. Figure 1 
shows the guidelines used by a large financial institution to help 
move much faster toward implementation and deployment. They 
determined that five classes of data existed and that each classifi-
cation would use a certain type of recovery or business continuity 
method. Once an application was classified they did not have to 
revisit which protection method to use. 

Figure 1
Recovery Point Objective and Recovery Time Objective Assignment to 
Protection Applications

In addition to disaster recovery needs, some businesses have 
specific requirements that must be met for retaining information. 
For instance, a company located in the Central U.S. that does 
credit card processing and billing for several large financial insti-
tutions and was mandated to retain records for no less than seven 
years. It determined that tape was the most cost effective media 
to use. It had three processing centers located as far as1,800 miles 
from one another and wanted to electronically move tape traffic 
to its main data center where all the media management could 
take place. Its application processing was done with a main-
frame host in each location and utilized a FICON based virtual 
tape subsystem that extended the physical tape attachment over 
a wide area network to its main processing center. Even though 
this wasn’t deployed for disaster recovery, it did provide disaster 
recovery benefits, such as reduced risk of lost tapes due to han-
dling, allowed centralized tape management and provided imme-
diate access to tape data that was as current as the last backup.

Remote Storage Considerations
Regardless of the business reason for putting data in remote 

data centers, a few things should be considered when choosing a 
location. The first consideration should be around the “circle of 
disaster.” The “circle of disaster” has to do with what a company 
believes is a safe distance between its primary and backup data 
centers or from one facility to another. This may seem like an easy 
decision but it adds a whole level of complexity and cost depending 
on the size of the circle and the resulting level of risk. The horrific 
events of  Sept. 11 caused massive destruction within a few blocks. 
Some of those affected had enabled backup data centers that were 
located just across the Hudson River in NJ and their data was pro-
tected. However, in August 2003, the entire Northeast Region of 
the US was impacted by a power outage and a backup data center 
located across the river was on the same power grid as downtown 
Manhattan, causing both the production and the backup data center 
to be affected. What is a safe distance? That is a risk-based busi-
ness decision that needs to be established by each organization, 
based on the size and type of business, location and risk tolerance. 
The implications of increased distance for increased safety have a 
huge impact on solution costs and what is affordable. 
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Another consideration is WAN bandwidth requirements. Once 
a business application is classified, the amount of data to be repli-
cated must be understood and aligned with the wide area network 
(WAN) circuit that carries the data between locations. Analysts 
have concluded that nearly 60 percent of the total cost of owner-
ship for a long distance storage application over three years will 
be the wide area network costs. These costs are determined by 
distance, location, speed of circuit and quality of service (QoS) 
requested. Given these large and recurring costs, a business may 
find its “circle of disaster” much smaller than it would like for 
optimum protection.

Using Tape in a Remote Storage Solution
If a remote electronic tape solution becomes the method of 

choice to secure data in another location, users can be confi-
dent that it can be done and at the performance levels required. 
Mainframe tape solutions have been a solid platform to use in 
local and remote situations for a number of years. In the late 
1990s ESCON tape was being extended from the host across 
metro and long distances over WDM and dedicated leased telco 
circuits. Long distance solutions required specialized systems 
that would help maintain performance since the ESCON proto-
cols could not sustain performance beyond 10 miles. As technol-
ogy evolved from ESCON to FICON, distances supported have 
increased but still require specialized technology to reach across 
long distances and outside the “circle of disaster”. Figure 2 pro-
vides a comparison of throughput and distances supported as the 
port speeds have increased.

Figure 2
Technology Advancements – Performance vs Distance

FICON Capable Tape
Mainframe tape options vary from vendor to vendor but for 

the most part there are a variety of standalone drives, automated 
libraries or virtual tape subsystems that leverage internal disk to 
house tape data before actually exporting to a real physical media. 
Selecting the right product for operational needs is a matter of fit-
ting the requirements. 

Since all the drives use the FICON standard, techniques 
needed for long distance deployment have been tested with the 
major vendors and interoperability issues should be minimal. The 
FICON standard has evolved along with the Fibre Channel stan-
dard since the two use the same lower level protocols at the Layer 
1 and 2 of the protocol stack. In addition to the advancements of 
FICON/FC port speeds there has been a move toward using IP 
as the transport of choice for long distance connectivity. FICON 
over IP is based on the FCIP standard but is uniquely modified to 
support the mainframe channel protocol.

Write operations can be expected to comprise the larger per-
centage of I/O operations for tape devices (for archival purposes) 
but given today’s requirement for data retrieval and shorter recov-
ery times, Read operations are becoming more and more critical. 
Both write and read operations are necessary for stand alone tape 
extension or remote virtual tape solutions. Virtual tape configu-
rations have a peer-to-peer relationship between the virtual tape 
controllers and replicate data between them. Peer-to-peer deploy-
ments can also be clustered which requires host access to both the 
primary and secondary virtual controllers. In a clustered virtual 
tape configuration, write and read operations work together to 
enhance data access and improve flexibility of system adminis-
tration. A clustered configuration can take advantage of a primary 
and secondary subsystem fail-over, allowing for more effective 
management of maintenance windows. Without both write and 
read performance enhancements, users could not leverage the 
fail-over capability and maintain operational performance. 
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Handling FICON Tape Protocol
Improved FICON protocol efficiencies reduce the number of 

end-to-end exchanges required to support tape operations com-
pared with its predecessors ESCON and parallel channel imple-
mentations. However, many legacy access methods generate 
small channel programs consisting of as little as a single read or 
write CCW, normally preceded in a chain by an operating system 
supplied mode-set command and in some cases a terminating 
no-op command. Therefore, small channel programs that sup-
port tape operations are still serialized on a device basis by the 
command-data-status exchanges that typify tape read and write 
operations.

While these end-to-end exchanges may be considered trivial in 
native FICON attached tape implementations, they can become a 
significant impediment to acceptable I/O access times and band-
width utilization for WAN supported FICON configurations. In 
addition to the command-data-status exchange required to sup-
port tape operations, the effect of IU pacing may also introduce 
additional undesirable delays in FICON attached tape devices 
accessed through WAN facilities, particularly for tape write oper-
ations where outbound data frames figure significantly in the IU 
pacing algorithm. Tape pipelining functions (command emula-
tion) reduce the undesirable effects of latency on these exchanges 
and improve overall performance for WAN extended FICON 
attached tape devices. 

Tape pipelining refers to the concept of maintaining a series of 
I/O operations across a host-WAN-device environment (not to be 

confused with the normal FICON streaming of CCWs and data 
within a single command chain). Normally tape access methods 
can be expected to read data sequentially until they reach the end-
of-file delimiters (tape marks) or to write data sequentially until 
either the data set is closed or an end-of-tape condition occurs 
(multi-volume file). Tape pipelining attempts to optimize perfor-
mance for sequential reads and writes while accommodating any 
non-conforming conditions in a lower performance non-emulat-
ing frame shuttle. 

Tape Pipelining Overview
The concept of pipelining is to reduce the number of host 

to device command and data sequences over distance. Figure 
3 shows a typical configuration where the mainframe host is 
attached to the FICON tape controller over specialized network 
systems that convert the FICON tape protocol into an IP network 
protocol and becomes the long distance transport.

WAN Link Speed in Mbps Speed in MBytes/ 
per second 

Effective Speed @ 
2:1 Compressed  
MB/sec 

T3 45 Mbps 5.6 MBytes/sec 11.2 MBytes/sec 
OC3 155 Mbps 19.4 MBytes/sec 38.8 MBytes/sec 
OC12 622 Mbps 77.8 MBytes/sec 155.6 MBytes/sec 
Gigabit Ethernet  1000 Mbps 125 MBytes/sec 250 MBytes/sec 
OC48 2488 Mbps 311 MBytes/sec 622 MBytes/sec 
 
Figure 3
Typical remote FICON tape configuration

The wide area network could be hundreds or thousands of 
miles, so that latency is what pipelining will address. In order to 
reduce the effect of latency, the host must be “virtually” extended 
to the remote site and the tape control unit (CU) must be “virtu-
ally” extended to the host location. If the systems can be virtual-
ized (or emulated) to be in each location, the data and control 
signals are responded to as if they were local, allowing data to 
be continuously sent without the impact of latency. Figure 4 pro-
vides a simplified view of virtualizing or extending the host to the 
remote tape location for local-like write operations. 

For read operations the tape CU is extended to the host loca-
tion, providing native read performance. Figure 5 provides a 
view of an extended CU. When the host and tape CU is virtual-
ized as shown, the impact of latency is overcome. It also pro-
vides increased flexibility for storage placement, allowing tape 
resources to be located where needed, regardless of distance. 

Pipelining does remove the latency of the network; however 
application performance is still a matter of having the bandwidth 
necessary to move the required data.

Sizing Bandwidth Requirements
Every site will need to analyze the data needing backup 

and apply that to the wide area network technologies available 
through carriers in each location. Historical information will need 
to be understood so that bandwidth requirements are not under- or 
over-estimated. If the estimate is low, jobs will back up and prob-
ably not finish in scheduled production windows. If the estimate 
is too high, expensive components that are not required add to 
costs.
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Once performance is under-
stood, as well as the amount of 
storage to backup, it needs to 
be converted to telecommuni-
cation terms. Once this is done, 
speed and performance can be 
matched with similar termi-
nology. Telecommunication 
companies use “megabits per 
second” (Mbps) when refer-
ring to the performance of 
their offerings. Figure 6 pro-
vides a simple matrix that can 
help convert storage, typically 
measured in Gigabytes (or 
larger) into Mbps. It also pro-
vides a performance estimate if 
the data being transported can 
be compressed at a 2:1 ratio. 
Depending on the data, pro-
gram and drive configuration, 
data may or may not be able 
to be compressed over the net-
work.

When going through the design phase of a remote tape solu-
tion, proper planning and research needs to be done to design the 
right solution for today and tomorrow. It is highly recommended 

Figures 4-6
Conceptual diagram of virtualized host, conceptual 
diagram of virtualized tape CU, and converting 
wide area network performance with storage.

to work with the storage and network infrastructure vendors to 
help balance business objectives, performance, scalability, and 
cost. The following items should be discussed throughout the 
planning cycle:

u	Dual or Multi-Site Connectivity – Recovery and Data Access
u	Recovery Scenario’s – How to bring production back
u	Attributes required deploying successfully

- Performance – can pipelining techniques be used?
- Flexibility – can this solution scale as needed?
- Network Optimization – can compression techniques be used?
- Network Resilience - alternate network routes to remote storage.

Conclusion
When data management techniques are applied, remote main-

frame tape is a high-performing option for disaster recovery and 
remote data access. Pipelining is an important technology to con-
sider when developing business objectives, especially for situa-
tions that involve any amount of distance between sites. Read and 
write operations should have pipelining available to make sure a 
backup and recovery solution can meet performance needs, and 
provide investment protection as business requirements change 
and evolve over time.
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