
Simple and Secure Messaging for Global-Class Compliance, Visibility and Business
Process Automation
Due to stringent government regulations (HIPAA, PCI, FISMA, Ferpa, etc.), increases in data theft, and accidental leakage of 
critical information, there has never been a greater need to secure your email communications.  One mistake can result in 
irreparable damage to a company’s reputation and mounting financial losses.  CIOs, risk managers, and IT directors all face 
pressure to protect the privacy of sensitive email messages without imposing undue technical hurdles on the recipients.  Even 
though encryption technology has been available to address these needs, it has often been cumbersome to use and expensive to 
deploy

Mitigate Risk By Managing Your Communications
SecureMail is a powerful, cost effective, and easy to use service that encrypts messages 
between your organization and your constituents.  Messages can be chosen for encryp-
tion selectively by the sender and also by policy enforcement across the entire organiza-
tion.  With SecureMail, you can ensure that your messages and large files are protected, 
private, and are compliant with internal policies and external regulations. 

Built atop DataMotion’s Intelligent Information Transport (IIT) platform, SecureMail 
offers global-class security, scalability and flexibility.  Now, businesses of all sizes can 
affordably benefit from the same high-end encryption used by government agencies, 
and large financial and healthcare companies.

- Recognize immediate cost reduction, 
improve your bottom line, and increase 
your business’s competitive advantage.

- Reduce your exposure to compliance 
policy violation, litigation and penalties.

- Make intelligent business decisions 
with the visibility gained from manage-
ment, control, security and reporting of 
data exchanges.

-   Extend trust by developing more 
secure communication between you and 
your customers.

- Quickly and cost-effectively reduce 
human error so you can focus on your 
business priorities.
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“We needed a solution that minimally impacted existing business processes, did 
not require additional training or steps for the user, and did not alter our existing 
IT infrastructure. The DataMotion solution met all our requirements and was 
cost effective as well.”

Community Medical
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Trustworthy communication with your customers and 
partners - With robust encryption and easily-tracked 
delivery paths, you can send sensitive information with 
confidence. 

Immediate cost containment - Cut costs associated 
with IT resources for ftp servers, training and support.

Fast deployment - SecureMail leverages existing IT 
infrastructure by integrating seamlessly with existing 
messaging or disparate systems.  Installation and 
training time are minimal so you can focus on more 
important business priorities.

Reduced Risk - Minimizes exposure to policy violation, 
litigation and penalties.

Compliance - Exchange information with full confi-
dence that files remain secure and compliant during 
transit and in storage. 

Better Control - Messages are monitored, tracked and 
reported on every step of the way.  This enhanced 
visibility helps you improve business processes and 
make better business decisions.

Simplicity - Have all your users securely exchanging 
information within hours.

BENEFITS FEATURES
Automatic Account Provisioning

HTML and CSV Reporting

Simple to use Encryption - No PKI necessary

APIs for integration with legacy systems or business 
productivity systems

Full administrative control to enforce policies, prefer-
ences, alerts and reporting

Built-in tracking and auditing for messages

Push technology enables delivery of password-
protected, sensitive data or files directly to an inbox

Cobranded portal

Fully compatible with on-premise or cloud based 
archiving systems

Offered on premise or Saas

No additional hardware or infrastructure needed

Up and Running within a Day

Works with Exchange, Lotus Notes and Groupwise

24 x 7 x 365 Monitoring
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ADDITIONAL TECHNICAL SPECIFICATIONS:

- Industry Standard encryption:  3DES, SSL, TLS

- 10 MB Default message Size (Expandable to 2 GB)

- Standard web browsers supported

- SOAP/XML, SMTP/S, POP3/S, HTTPS  Standards supported

- 250MB Default mailbox size (Expandable to 10 GB)

- 30 Day Default Message Expiration (Upgradable)

- SAS70 Level 2 DataCenter Certified
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How It Works

Send Secure Button Send via Portal

Travelling and still need to send/receive a secure email?  
Don’t worry, you can send and receive your secure 
mails from any web browser.

Send mail securely simply clicking the “Send Certified” 
button in your supported email clients!

“SecureMail’s licensing is flexible and straight-forward.  The support team is 
friendly and responds quickly. The integration with Outlook is nearly seamless.  
SecureMail makes it a breeze for anyone to send data securely.”

Columbia United Providers Healthcare


	securemail_page1
	securemail_page2
	securemail_page3

