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Evolving Threats
… vulnerabilities are not just a Microsoft issue

Paul A. Henry
MCP+I, MCSE, CCSA, CCSE, CISSP-ISSAP, CISM, CISA, CIFI, CCE, ACE, GCFA

Forensic & Security Analyst ςBayside Solutions Inc
Certified Instructor, SANS Institute
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Top 7 Hacked Software

ÅYou might be surprised to find the most 
hacked software for 2009 and through Q2 of 
2010 includes software that you are not 
patching with WSUS
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Notable Malware - Stuxnet
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A Few Words On Data Breaches



we help our customers be 

successful through information security

A Few Words On Data Breaches



we help our customers be 

successful through information security

A Few Words On Data Breaches



we help our customers be 

successful through information security

A Few Words On Data Breaches



we help our customers be 

successful through information security

A Few Words On Data Breaches



we help our customers be 

successful through information security

A Few Words On Data Breaches



we help our customers be 

successful through information security

A Few Words On Data Breaches



we help our customers be 

successful through information security

Web Borne Malware
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New Trend ςObfuscated Web
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Same Old Song And Dance
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Web Defacement Still A Problem
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Passwords Still Suck
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Social Engineering Attacks Rising
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A Little Fun ςHacked Road Signs
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Closing Thoughts

Å²{¦{ ǿƻƴΩǘ ǎŀǾŜ ȅƻǳ ςrethink patching 

ÅA Port based Firewall is ineffective ςreplace it

ÅTraditional AV is ineffective ςreplace it

ÅTraditional URL Filter is ineffective ςreplace it

ÅToo many security products ςconsolidate them
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Questions?

Thanks for coming!

Contact:

paul.henry@bsius.com

phenry@sans.org


