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Top 7 Hacked Software

A You might be surprised to find the most
hacked software for 2009 and through Q2 of
2010 includes software that you are not
patching with WSUS
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Number 1

Adobe’ Reader:
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Adobe Reader

When we asked cybersecurity
researchers to name the most hacked
software of 2008, many said Adobe has
in many ways replaced Microsoft as the
top target for hackers and the top
concern for cybersecurity. Security firm
iDefense tracked 45 bugs in the Adobe
Reader program this year, up from 14 in
2008 and seven in 2007. That's because
Reader is a universally used program
with a wide base of potential victims. But
it's also because the program's
code-base is complex: Reader can run
Javascript to enable animations and
dynamic charts in PDFs. That means
plenty of bugs, and the access to local
memory necessary to exploit them and
compromise a victim's PC.
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Number 2

Internet Explorer

With around 65% market share and a
complex code base with no shortage of
bugs, |IE remains a huge target for
hackers. A browser bug can allow
so-called "drive-by downloads," putting
malicious software on the machine of a
user who merely visits a site set to infect
them. But Microsoft has conscientiously
improved its security procedures to
minimize publicly known bugs. Hackers
and security researchers found 30 bugs
in IE this year, the same number as last
year and down dramatically from the 49
found in 2007.
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Number 3

Mozilla Firefox

As Firefox has gained market
share--now nearly 25% of users browse
the Web with the open-source
program--it's also gained attention from
hackers, both the friendly and unfriendly
kind. Researchers and cybercriminals
found 102 bugs in Firefox this year, up
from 90 last year. That high number
shouldn't be compared directly with the
30 bugs found in 2009 in IE, given that
Firefox is an open-source program and
Mozilla publicly reveals all its bug finds.
But the trend toward more vulnerabilities
rather than less doesn't bode well.
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Number 4

Adobe Flash

Less exploited than Adobe Reader, but
still high on cybersecurity researchers'
lists of most-often hacked programs this
year, was Adobe's Flash. Eleven
vulnerabilities were found in the program
this year, down from 19 last year. Those
vulnerabilities have the potential to be
dangerous, given that a flash animation
or video playing on a Web site requires
no interaction with the user to infect and
compromise his or her machine with
malicious software.
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Number 5

Apple Quicktime

Apple and its adherents like to boast that
their machines are immune from
malicious software. But that relative
security comes from low market share,
not careful coding. Quicktime's bugs
show that Apple's coders have no silver
bullet for writing secure browser plugins;
26 bugs were found in Quicktime this
year. That's down from the 36 found last
year, but still far more than the three
found in Windows Media Player.
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Number 6

Microsoft Office

Cybersecurity researchers warn that
targeted attacks, aimed at specific
companies or individuals rather than an

80 C indiscriminate trawl of the Web, are on
E‘ ' the rise. While Adobe Reader remains
¥ the widest avenue for those attacks,
- many use Microsoft Office
K,_ ® applications--an infected PowerPoint,
Excel or Word document attached to an
e-mail can seem trustworthy and exploit
: : a bug to plant malicious software on

. M i C rO SOft ® whoever opens the file. IDefense tracked

41 bugs found in Microsoft Office this

I C e year, down from 44 last year.
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Number 7

Windows

Despite hackers' attention shifting largely
to browsers and browser plugins, the
operating system is still a major target.
That's partly because Windows
vulnerabilities can be exploited without
the user actually doing anything. The
Conficker worm, for instance, spread to
7 million PCs at last count in October
without requiring a user to visit a Web
site, open an attachment or do anything

M l C rOS Oft else other than leave their computer

running. Qualys chief technology officer
Wolfgang Kandek says that "wormable”
quality to Windows bugs means they
remain his top priority.
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Notable Malware - Stuxnet

The threat is particularly concerning because it not only affects Windows Server 2003, XP SP 3, Vista and 7
but also the widely deployed XP SP 2, which Microsoft ended patch support for on July 13.

"Unfortunately, the hackers are having a retirement party for Windows Service Pack 2 and didn't invite the
defenders," Paul Henry, security and forensic analyst at endpoint protection company Lumension, told

SCMagazineUS.com on Monday. "A large number of those people [running XP SP 2] happen to be critical

infrastructure providers."

Henry said he expects attackers to continue their assaults on XP SP 2 vulnerabilities. With this particular

flaw, organizations must make efforts to institute controls around removable media usage.

"We've been telling people for years that you need to get control of your removable media before it gets

control of you," Henry said. "We really think people need to be aware of the vector itself."

McAfee recommends Windows users only connect trusted removable media to their computers.
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Notable Malware - Stuxnet

Microsoft Malware Protection Center
Geolocation of Computers Reporting

CVE-2010-2568 Attack Attempts
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Speaking Of Patching
e g

All Vendors -

2010 H1 Average e I
Sun 24% 9%
Microsoft 23% 1%
Mozilla 21% 4%
Apple 13% 0%
IBM 10% 29%
Google 9% 33%
Linux 8% 20%
Oracle 7% 22%
HP 7% 5%
Cisco 6% 2%
MNovell 5% 10%
Adobe 3% 2%
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Speaking Of Patching

Vuinerability Disclosures in the First Half of Each Year
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Speaking Of Patching

Cumulative Count of Web Application Vulnerability Disclosures
1998-2010 H1
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Speaking Of Patching

Virtualization Vulnerability Disclosures by Year Reported
1999-2009
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Speaking Of Patching

Percentage of Remotely Exploitable Vulnerabilities
2000-2010 H1
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A Few Words On Data Breaches

Countries represented

Countries in which a

breach was confirmed B

Australia Greece

Austria Japan

Belgium Luxembourg

Canada Netherlands

China (maintand Poland

isniharh, Spain N

Dominican :
8 Switzerland

Republic
= pUBH United Kingdom
France )

United States
Germany

Countries in which a breach was
investigated but not confirmed

Bulgaria Singapore
Eqgypt Sweden
Italy
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A Few Words On Data Breaches

Compromised data types by percent of breaches and
percent of records

Payment card data/numbers 54% / 83%

Personal information 389% / 4%

Bank account data/numbers

32%/ 13%

Authentication credentials 23% / <1%

Monetary assets/funds 13%

Sensitive organizational data

2
o o
A
—
o

Intellectual property 7%/ <1%

National security data 1%/ <1%
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A Few Words On Data Breaches

Categories of compromised assets by percent of breaches
and percent of records

50% / 98%

Servers & Applications

End-User Devices 36% / 2%

Offline Data 25% / <1%

People . 4% / <1%

Metworks & nw Devices I 1%/ <1%
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A Few Words On Data Breaches

WHO IS BEHIND DATA BREACHES?
700/ © resulted from external agents (-9%)
48% were caused by insiders (+26%)
1 1 %o implicated business partners (-23%)

0
2 7 %0 involved multiple parties (-12%)
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A Few Words On Data Breaches

Threat action categories by percent of breaches and records

Hacking 409% [/ 96%
Social 28% / 3%

Misuse | 48% / 3%

Error . 2% /0%

Environmental | 0% /0%
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A Few Words On Data Breaches

Timespan of events by percent of breaches

Minutes Hours Days Weeks Months Years

Point of Entry to Compromise

31% 8% 20% 20% 20% 2%
Compromise to Discovery ‘ '
5% 6% 22% 24% 37% 7%

Discovery to Containment

4% 9% 32% 24% 29% 3%
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A Few Words On Data Breaches

Industry groups represented by percent of breaches

33% 23% 15% 6% 5% 4% 4% 4% 3% 4%
Financial Hospitality Retail Manufacturing| Tech Services | Business | Government Media Healthcare Other
Services Services
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Web Borne Malware

Top Website Categories Containing Ten or More Malicious Links
2010 H1

Pornography or erotic/sex sites

Gambling/lottery sites

Search engines/web catalogs/portals sites
Blogs/bulletib boards sites

Personal hamepage or communication service sites
News/magazines sites

ANONYMOUS Proxies sies

Computer games sites

Shopping sites

Education sites

Other sites
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Web Borne Malware

Top 10 Countries for Malicious Web
Sites

Russian Federation _H 1.04%
Canada _|] 1.47%
Netherlands _L‘ 1.57%

India M 1.70%

France u 2.09%

Australia u 2.51%

China |l 2.96%

United Kingdom _u 3.04%
Germany _u 3.87%

United States  |————————— 68.11%

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% 80.00%
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Web Borne Malware

Top 5 Countries for Malicious vs
Benign Web Sites
Luxembourg 1 oA 4.47%
4. 5404
Ecuador 5.05%
5.13%
Argentina 6.00%
: d 6.11%
Bolivia 6.25%
7.50%
Cayman Islands 10.20%
0.00% 2.00% 4.00% 6.00% 8.00% 10.00% 12.00%
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New Trend ¢ Obfuscated Web

Obfuscated Web Pages and Files, IBEM Managed Security Services
2009 Q1-2010 Q2
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Web Borne Malware

Top Website Categories Containing at Least One Malicious Link:
Types of Sites on the Incline
2009 H1-2010 H1
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Web Borne Malware

Top Website Categories Containing at Least One Malicious Link:
Types of Sites on the Decline
2009 H1-2010 H1

60%

50% '\

30%
20% \

Q \
10% \ \ .
—0

0% v
2008 H1 2009 H2 2010 H1
Personal homepage or Shopping sites

communication servce sies

News/magazine siles
-0~ Search engines h
web calalogs/portal sites Computer games sites

we help our customers be
successful through information security




Same Old Song And Dance
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Web Defacement Still A Problem
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Web Defacement Still A Problem

Microsoft UK Website Defaced
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Web Defacement Still A Problem

N®  MNotifier Single def. Mass def. Total def. Homepage def. Subdir def.
1. skorpltx 27625 271101 298726 166776 131950
2. 1923 Turk 19774 55865 756359 33790 41849
3. Fatal Error 18555 34769 53725 47424 6301
4, GHoSTe1 16084 70576 Beobl 70824 158356
5. SPYKIDS 8717 21750 34y 254388 979
B. Red Eye 8587 37355 45582 45655 327
i ZoRRokiN 8487 7259 15748 4458 11280
B. alpTurkTegiN 7820 19001 26B21 18627 101594
9. caprazates.org 7745 7149 14894 B985 5909
10. Bela F2BL 5270 12551 7rz2a 4823
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Passwords Still Suck

Researcher Creates Clearinghouse
Of 14 Million Hacked Passwords

The “Wall of Sheep”
has become a
cherished tradition at
the annual Defcon
hacker conference in
Las Vegas: Anyone
foolish enough to use
the local wireless
network at the hotel
will likely have his or
her username and password stolen, and later see those vital
digital details projected onto a screen for thousands of
attendees to see.

Now Canadian researcher Ron Bowes has created a sort of Wall of Sheep
for the entire Internet. By simply collecting all the publicly-spilled
repositories of users’ passwords from recent hacking incidents, he’s
created a clearinghouse for stolen passwords on his Web site—14,488,929
distinct passwords to be exact, collected from 32,943,045 users.
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Social Engineering Attacks Rising

Types of social tactics by percent of breaches within Social

Solicitation / Bribery 31%

Phishing
{or any type of *ishing) 23%,

Pretexting

{irvented scenario to deceive target)

18%

Spoofing / Forgery 10%

(fake website, docs, 2t}

Extortion 8%

{blackmail, threat of viclence, stc)
Hoax / Scam 8%

Elicitation 304

[subtle extraction of info through corversation

Spam 304

{unsolicited meszaging}

Unknown 15%
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A Little Fun ¢ Hacked Road Signs
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Adrian Flux
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Funnie Picturez
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A Little Fun ¢ Hacked Road Signs
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A Little Fun ¢ Hacked Road Signs
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Closing Thoughts
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A A Port based Firewall is ineffective ¢ replace it
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A -
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raditional AV Is ineffective ¢ replace it
raditional URL Filter is ineffective ¢ replace it

‘00 many security products ¢ consolidate them
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Questions?

Thanks for coming!

Contact:
paul.nenry@bsius.com
phenry@sans.org
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