
Your Grandfathers DLP 
Solution Can Not Protect 

You In The Age Of Wikileaks



First - What (In My Opinion) Is DLP?

 DLP (Data Leakage Prevention) by-and-of-itself is not a product or 
a technology……  it is a collection / series of infosec programs that 
when implemented properly can provide for the mitigation of some 
of the risk associated with data leakage. 

 These programs most often include (among others) :

 Risk Assessment

 Security Awareness Training

 Controls Management

 Removable Media Policies

 Monitoring & Auditing of Controls

 Incident Response Planning



Really - DLP Is Not A Product?

 But Vendor XYZ claims to have a DLP Solution ?

 Any vendors DLP offering is really a collection of some (or all) of the 
technologies that can be used to accomplish the goals defined 
within the scope of the previously noted programs

 Risk Assessment

 Security Awareness Training

 Controls Management

 Removable Media Management / Controls

 Monitoring & Auditing of Controls

 Incident Response Planning

 Great care should be taken in evaluating any vendors DLP offering. 
Some are very comprehensive solutions and some are not - caveat 
emptor…. 



A Clarification To Set The Stage

 I don’t “dislike” DLP – I really don’t

 However I “don’t like” how many organizations implement DLP

 DLP without removable media controls will likely fail

 DLP without user awareness education / training will fail

 DLP that is limited to any specific group of protocols will fail

 i.e. are you checking your VoIP communications (RTP) for 
embedded data? 

 See Stego RTP 



Wikileaks – I Told You So……



Wikileaks

250,000 US Diplomatic Documents and 
150,000 US State Department Documents

A personal opinion:

Sorry folks I have a hard time believing that 
this was some glorious patriotic act…  
Manning reportedly was upset over “Don’t Ask 
- Don’t Tell” and the recent bitter breakup with 
his boyfriend….. He copied the documents to 
a recordable CD as he lip-synced Lady Gaga 
tunes…



Wikileaks



Wikileaks – A Wake Up Call

 Simply because you have access to information does not 
necessarily give you the right to copy it to removable media..

 This could have been prevented

 Typical Policies without Technical Enforcement

 Removable media on a classified network – DUH?

 However important to note that “Traditional DLP” probably 
would have missed it

 Traditional DLP (filtering) is great for things like credit card 
numbers but not much help when you want to control the spread of 
secrets



Wikileaks

 What’s next for Wikileaks?



Data Leakage Business Drivers



Can’t Forget About Red Flag Rules…



Red Flag Rules… Are You Exempt?



Largest Incidents To Date



Reported Incidents Are Declining 



But Cost Per Lost Record Is Increasing



Incident By Type - 2010



Staggering Statistic



This One Got Me…



Defining The Problem…



Where Are Your Data Leakage Sources?



Revisiting USB Device - Our Achilles Heal



USB Solution - Start With A Policy

 Establish an Acceptable Use Policy concerning the use of USB 
devices within their networks for employees, vendors, contractors, 
and visitors. 

• Should cover all USB devices

• Mandate that all users who require USB devices obtain some form of 
authorization prior to using a device within the network

• Policy should establish audit requirements (used to identify 
unauthorized USB devices

• Guidelines should be established to govern removal of these devices 
from the premises.

• To counter the potential of loss of sensitive information, the policy 
should dictate a minimum level of encryption to protect the data.  

• All USB flash drives should be required to contain a file with contact 
phone number and Mailing Address to use if the device is found.  A legal 
disclaimer should be included that indicates “information on the drive is 
company proprietary or confidential and protected by law”



USB Solution - Start With A Policy

• All removable drives should be scanned for viruses when 
used with a corporate computer

• When no longer needed, the removable drive should be 
“wiped” using an approved application

• User awareness programs should include an overview 
about the risks associated with USB storage media.

• Physical security personnel should receive training about 
the potential threat to the organization that unrestricted 
use of USB storage devices represents.  They should also 
be taught how to recognize them.

• IT personnel should receive training about effective 
measures to control the use of this technology.



Enforce Policies With Technology

 But wait a minute…. I can do this myself…



Do It Yourself - Prevention Approach 1

Restrict access to all USB devices through BIOS settings

 Drawback - would prevent the use of USB keyboards, mice, 
printers, etc

 Would require using a BIOS password to prevent users from 
changing the setting



Do It Yourself - Prevention Approach 2

Manually set registry key prevent users from 
formatting and ejecting of USB devices
HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\AllocateDASD

 Data type Range Default value
REG_SZ 0 | 1 | 2 0

Description
 Determines which users can format and eject 

removable hard disks.
 Value Meaning
 0 Only administrators of the computer
 1 Only administrators and power users
 2 Only administrators and the local current user

Serious problems might occur if you modify the registry incorrectly by using Registry Editor or by using another method. These 
problems might require that you reinstall your operating system. Microsoft cannot guarantee that these problems can be solved. 
Modify the registry at your own risk



Do It Yourself - Prevention Approach 3

 Prevent the user from installing the Windows built-in driver

1. Remove all installed USB drives 

2. Uninstall the USB Mass Storage driver

3. Deny all access to the driver usbstor.sys for each user 
individually 

 or in a group (such as DenyUSBAccess)

4. Set the same security permissions on the files usbstor.inf & 
usbstor.pnf

 Located in the \winnt\inf or \windows\inf directory.

5. Remove the Administrator Group, Power User Groups and

 System Account from the security permission



Do It Yourself - Prevention Approach 5

 Deny all access to the registry key 
HKLM\SYSTEM\Microsoft\CurrentControlSet\Enum\Usbstor for 
each user individually or in a group (such as DenyUSBAccess)

 Remove the Adminstrators, Power Users, & Users groups and 
the System Account 

 To all authorized users to install the devices on systems you can 
add the users individually or create a group (AllowUSBAccess) 
then set the permissions of this group to allow access.  



Do It Yourself - Prevention Approach 6

 MOVE THE DRIVER.CAB FILE

 This approach requires moving the Driver.cab file found in the 
Winnt\Driver Cache\i386 directory to a location that users can't 
access. Using the administrator profile logon and logoff policy, you 
can copy and delete this directory to make sure it's available when 
you install new devices or deploy OS updates. 

 Moving the Driver.cab file is a network-centric approach that leaves 
the system state ready, and it puts the file in a location that's 
accessible only to the people with the authority to install new 
system devices. 

 Affects all devices, not just USB Storage Devices



Or…. Invest In Technology

 Who can write what and where 

 All removable media

 USB control

 CD/DVD

 Firewire

 Enforced encryption

 Nothing written to removable media without encryption

 Can only be read on authorized device with proper certificate

 Enterprise scalable…



5 Simplified Steps In DLP

1. Automated Data Classification (….on going)

2. Asset Discovery

3. Protecting the Asset

a. Preventive Controls

b. Detective Controls

c. Corrective Controls

4. Implementation Strategies

a. Deployment

b. Process

c. Ongoing Operations

5. Audit trail of all access activity in real time

a. Anomalous behavior alerts



Know Required Areas of Protection



2011 Is Looking Good For DLP

 Data Classification has been fully automated

 Active Detection is no longer vaporware

 All Removable Media can now be centrally managed

 Including off line media/devices

 Thin Client (like) technology is a Game Changer for DLP



A Few Closing Thoughts…

 Complexity of our network environment is increasing



The “iProblem”….

 ”A survey revealed that while 65 % of IT decision makers 
recognized that unauthorized users could access 
valuable company data through the iPhone, 64 % said 
they had not taken any steps to secure company data 
against this threat.” http://www.net-security.org/secworld.php?id=7749



Virtualization Brings Additional Risks

 All data in a vMotion is in the clear

 What ever was in memory can potentially be exposed

 All data written to storage is in the clear

 Fiber Channel

 ISCSI

 NAS/SAN



When You Thought You Had Seen It All…



Almost there…..

I can’t leave without sharing the 
latest additions to my 

Hacked Road Sign Collection..



A Few Hacked Road Signs



A Few Hacked Road Signs
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A Few Hacked Road Signs



A Few Hacked Road Signs



we help our customers be 

successful through information security

Questions?

Thanks for coming!

Contact:

paul.henry@bsius.com

phenry@sans.org


