TECHNOLOGY BRIEF

OV MORE NETWORK Risks [ SOURCE

NO MORE GUESSING



To date, the SNORT® open source intrusion prevention
and detection technology has been downloaded

more than 3,000,000 times, making it the most widely
deployed IPS technology in the world. Of course, for
Snort users this success comes as no surprise.

Powerful, high-performance detection capabilities
ensure that Snort can make a valuable contribution to
practically any organization’s security infrastructure.
The fact that Snort is an open source solution

also yields significant benefits. Having open, non-
proprietary source code introduces an unmatched
level of flexibility and spurs development at a
markedly accelerated pace compared to typical closed,
commercial development models. Indeed, a vast, well-
organized community continually develops, reviews,
tests, and improves not only the code for Snort’s core
capabilities, but also the rules for detecting new and
evolving threats, and a wide range of complementary
open source components (e.g., Barnyard, ACID, BASE,
Oinkmaster).

Due to the prevailing conditions associated with the
threat, technology, and regulatory landscapes, today'’s
organizations are increasingly looking for more

from their security solutions. Overall, they need to
achieve significantly greater degrees of efficiency and
effectiveness just to keep pace as:

e The diversity, sophistication, and elusiveness
of threats to their computing environments and

critical information resources continue to increase.

e The proliferation of new technologies and
applications ensure a steady, or even growing,
population of vulnerabilities that are ripe for
exploitation.

e The business-driven adoption of solutions
that facilitate greater degrees of user mobility,
interconnectivity with remote offices, and third-
party access to networked resources introduces
more points of entry for threats.

e The emergence and enforcement of a plethora
of regulatory and legislative compliance
requirements consume a significant percentage of
available IT/security resources.

Not surprisingly, the bottom line in this case is that the
security challenges confronting today’s organizations
cannot be addressed with Snort alone.

Founded by Snort creator Martin Roesch, Sourcefire®
certainly understands the situation that today’s
organizations are in and the needs that they have as

a result. Accordingly, the goal at Sourcefire has been
to build on the powerful and flexible foundation of
Snort’s technology to create enterprise-class solutions
that better and more fully meet these needs. This has
led to the development of a solution set that provides
capabilities to meet a broad range of enterprise needs.
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IT organizations that are not already using Snort can
transparently gain the benefits of its robust threat
detection and prevention capabilities simply by
implementing the Sourcefire 3D™ System, a complete
Enterprise Threat Management (ETM) solution
(described in detail below).

At the same time, IT groups that have already
deployed Snort can easily extend their investment

in it. As discussed in the following sections, this is
made possible by a handful of Sourcefire product
options that are available to open source Snort users.
Notably, organizations have the choice of migrating
progressively from one option to the next, or just
moving directly to the one they want and staying at
that stage indefinitely.

Extending Snort with Intrusion Agent and
Sourcefire Defense Center™

Iu

The first of the potential “upgrades” available to Snort
users is the option to implement Sourcefire Intrusion
Agents in conjunction with Sourcefire Defense Center,
the central management application (i.e., GUI) for the
3D System. Intrusion Agents transmit events generated
by open source Snort sensors to Defense Center. This,
in turn, enables Snort users to get the benefits of a
subset of Defense Center’s functionality. In particular,
the specific capabilities gained in this case include the
following.

* Centralized event data. Rather than just being
written to individual, distributed databases, the
events generated from each open source Snort
sensor are aggregated to the embedded database
included with Defense Center, vastly simplifying
subsequent event processing activities.

e Real-time alerts. Administrators no longer have
to manually interrogate the event database to
discover what's happening in their networks. With
Defense Center, automated warnings can be sent
to individuals and other management systems via
syslog, email, or SNMP.

e Powerful data analysis. Dozens of preconfigured
and customizable workflows make it easy to view
and process large numbers of events. Events can
be organized at a high level by one set of criteria
(e.g., frequency of occurrence) and then can be
“drilled into” to obtain successively granular
levels of detail. Viewing capabilities support both
identification of long-term trends and packet-level
forensic analysis.

e Real-time attack response. Defense Center’s
Policy and Response engine can be used to create
event-driven rules and actions. In addition to the
aforementioned alerting capabilities, rules can also
be configured to block threat-laden or otherwise
suspicious traffic, as well as to trigger inspection
and/or remediation of targeted systems.

e Comprehensive reporting. Preconfigured and
customized reports can be generated to support a
full range of operational and strategic objectives
(e.g., troubleshooting, attack trending, and
presentations to management).
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¢ Integration with third-party tools. APIs
and a range of other supported integration
mechanisms can be used to inform or engage
other components of the organization’s network
and security infrastructure (e.g., security
information/event management systems, patch or
configuration management systems, vulnerability

assessment scanners, firewalls, and routers).

Taking Advantage of Sourcefire 3D™ Sensors

A second upgrade option entails supplementing, or
perhaps even replacing, open source Snort sensors
with Sourcefire 3D Sensors. The first aspect of this
scenario that needs to be highlighted is that 3D
Sensors are based on Snort and, therefore, employ the
same core detection technology. Of course, it is also
necessary to acknowledge the capabilities and benefits
that are gained in this case. Assuming, again, that
Defense Center is employed, these include all of the
items listed for the previous option, plus the following
additional benefits.

e Pre-packaged hardware. Sourcefire’s 3D Sensors
are offered as a family of appliances. With
throughput options from 5 Mbps up to 10 Gbps
and the ability to be deployed in both inline and/
or passive modes, they easily support a full range
of deployment needs. As prepackaged solutions,
they also significantly reduce the effort associated
with initial implementation. Organizations need
not commit precious time to “spec-ing” hardware,
selecting and hardening an operating system,
and installing and configuring the Snort code and
associated management utilities.

e Centralized sensor management. For the upgrade
option involving Intrusion Agents, only a subset of
the Defense Center capabilities would be enabled.
That is true once again, but in this case because of
bi-directional communication between 3D Sensors
and Defense Center, additional capabilities are
enabled. One significant benefit is that security
administrators can now centrally manage policies
and configurations for up to 100 sensors from a

single Defense Center console.

e Backup and restore for configuration data. Along
similar lines, Defense Center also provides a
centralized mechanism for backup and restore of
configuration settings for an organization’s 3D
Sensors. In contrast, achieving a similar capability
with Snort typically involves manually backing
up and restoring the configuration file for each
sensor.

e “Zero-touch” upgrades for sensors. With Snort,
taking advantage of newly developed features and
detection capabilities typically entails a “forklift”
upgrade. In other words, a whole new install,
essentially requiring an administrator to manually
regenerate configuration files and rebuild all of the
sensors. But with 3D Sensors, software updates
are implemented in a far more transparent
manner. They are simply scheduled at the Defense
Center, and then the software is automatically
downloaded and installed.
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e Full support. Finally, the change from open source
Snort to 3D Sensors also brings with it a change
from the ad-hoc, volunteer community support
model associated with open source projects to a
more efficient, dedicated support offering provided
by Sourcefire.

Embracing the Full Sourcefire 3D System

As discussed previously, the Sourcefire 3D System

is a complete Enterprise Threat Management (ETM)
solution. To clarify what this means, ETM is an
approach that (a) combines complementary threat and
vulnerability management technologies, (b) enhances
them by taking advantage of shared intelligence, and
(c) further improves overall efficiency and effectiveness
by coordinating and fully managing them with a
single management system. The primary technologies
involved are intrustion prevention (IPS) and network
behavior analysis (NBA).

In terms of the 3D System, the ETM approach is
achieved by bringing Sourcefire RNA™ (Real-time
Network Awareness) into the mix, in conjunction

with Defense Center and 3D Sensors and/or Snort
sensors equipped with Intrusion Agents. At a high
level, the role of RNA is to passively monitor network
activity and to extract various types of “intelligence”
from what it observes, including detailed information
about individual endpoints (e.g., operating system,
services, applications, and potential vulnerabilities)
and how the network is being used, or, for that matter,
misused. Optionally, Sourcefire RUA™ (Real-time
User Awareness) can be implemented to provide
intelligence on the “who” dimension of observed
activities. In any event, it is these passive monitoring
capabilities, associated analysis and inference engines,
and resulting intelligence that either enable or enhance
each of the main components of the 3D System.
Specific benefits and capabilities that are obtained by
embracing RNA and the full 3D System include the
following.

e Centralized management. The Sourcefire Defense
Center dashboard is the focal point for monitoring
and managing security and compliance events
generated by the Sourcefire 3D System. The fully
customizable dashboard contains a library of
interactive “widgets” that can be dragged and
dropped from one column to another, much like
a Google, Yahoo, or Microsoft SharePoint portal.
Configured dashboards can be saved and made
available to colleagues with similar roles in the
organization.

e Event correlation and prioritization. By correlating
detected events against the profiles of targeted
systems, not only can false positives be virtually
eliminated, but Impact Flags can be automatically
assessed to prioritize the efforts of administrators
responsible for investigating and responding to
potential threats.
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e Automated IPS Tuning. The RNA-Recommended
Rules (RRR) and Non-Standard Port Handling
features of RNA automate the time-consuming
process of tuning your IPS. RRR optimizes IPS
performance and maximizes protection by
recommending that only Snort rules pertaining
to a network’s operating systems and services
be enabled. RNA's Non-Standard Port Handling
feature identifies the ports and services on the
hosts it's monitoring and enables the IPS to
dynamically apply the correct rules for any non-
standard ports. This feature helps to prevent
possible IPS evasions when sending traffic on
non-standard ports.

Attackers can also possibly evade IPS inspection
by fragmenting attacks and taking advantage

of the fact that operating systems reassemble
traffic fragments differently. RNA's Adaptive
Traffic Profiles feature prevents this type of IPS

* Network Behavior Analysis. The fundamental
technique that lies at the heart of network
behavior analysis (NBA), network flow analysis,
can be applied in a number of ways. The most
recognizable of these is using it to identify attacks
for which the corresponding threats and/or
vulnerabilities have not yet been widely disclosed
and defined—which in the past was commonly
referred to as network behavior anomaly
detection, or NBAD. However, NBA is actually
intended to encompass much more. For example,
it also enables the detection of unauthorized hosts
and communications. In addition, it facilitates both
security and network operations by supplying
invaluable contextual information pertaining to
network composition, specific events, and overall
usage patterns.

evasion by providing operating system data about
each host to the 3D Sensor.The 3D Sensor can
dynamically adjust the traffic reassembly process
in a manner consistent with different target OSes.
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Figure 1. Capabilities comparison between open source Snort and Sourcefire commercial product offerings.
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*Sourcefire VRT rules are available on a 30-day delayed basis at no charge.
Open source Snort users may purchase Sourcefire VRT Subscriptions on a
per-sensor basis. Sourcefire commercial customers receive Sourcefire VRT
Subscriptions as part of a standard Sourcefire Support Agreement.

**The Sourcefire 3D System is comprised of Defense Center and 3D Sensor ap-
pliances. Sourcefire 3D Sensors include Sourcefire IPS and RNA software. (RNA
Host Licenses are required for monitored hosts.) Sourcefire RUA is
recommended, but not required.
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Figure 1 summarizes the capabilities that can be
gained by IT organizations that elect to extend their
investment in Snort by taking advantage of one or
more components of the Sourcefire 3D System.
Overall, it should be clear that what Sourcefire
provides with its solutions is a combination of the best
features of both a commercial model of operation and
a tremendously successful open source project.The
net result is a compelling set of benefits that enable
organizations to work smarter, not harder, when it
comes to protecting their computing systems and
critical information resources.

e Operational efficiency is improved. Enhanced
management capabilities, shared intelligence,
integration with other components, and increased
levels of automation enable overtaxed security
administrators and analysts to spend fewer cycles
managing the IPS and more cycles tackling other
problems (e.g., figuring out a security model for
web services, or virtualization).

e Security effectiveness is improved. Not only
are additional threat protection technologies
brought into the mix, but enhanced management
capabilities also enable tighter, more consistent
control in the first place—not to mention faster
response to any events or attacks that happen to
materialize.

e Compliance status and readiness is improved. This
is due, in part, to being able to take advantage
of granular policy enforcement and compliance
reporting capabilities. But there is also value in
being able to show auditors that the organization
has implemented a more comprehensive approach
to threat management.

e Costs remain the same, or less. Sourcefire
commercial products offer a rapid return on
investment (ROI). The cost of acquiring Sourcefire
Defense Center, Intrusion Agents, and/or 3D
Sensors typically offsets the existing costs
associated with managing open source Snort
environments. Time that would have been spent
managing Snort sensors, monitoring un-prioritized
events, and creating manual reports can now be
spent on more pressing IT security concerns.

e The investment in Snort is maintained.
Expertise acquired with open source Snort is fully
transferable to Sourcefire commercial offerings.
Snort users maintain the ability to view, edit,
and create Snort rules while gaining improved
manageability, scalability, and performance only
found within Sourcefire 3D System components.

For more information about Sourcefire Intrusion
Agents, Sourcefire Defense Center, Sourcefire 3D
Sensors, or the entire Sourcefire 3D System, visit
Sourcefire’s web site at www.sourcefire.com, or
contact Sourcefire today.
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trademarks of Sourcefire, Inc. in the United States and other countries. Other company, product and service names may be trademarks or service marks of others.

SOURCE[ e -

TECHNOLOGY BRIEF

WWW.SOURCEFIRE.COM 10.08 | REV.1





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


